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P r i v a c y  o r  p u b l i c  g o o d ?  
W h y  n o t  o b t a i n i n g  c o n s e n t  
m a y  b e  b e s t  p r a c t i c e

In the late 20th century, scholars and politicians 
posed a key question: “What desires and needs 
do you have as an autonomous rights-bearing 
person to privacy, liberty and free enterprise?” 
Now it is important to ask another kind of ques-
tion: “What kind of community do you want and 
deserve to live in, and what personal interests 
are you willing to forgo to achieve a good and 
healthy society?”1

Introduction

Major problems affecting children and youth in 
Australia seem to be on the increase2. These are 
not just health problems such as obesity and 
mental illness, but other “wicked” problems as 
well. “Wicked” problems are ones with no simple 
causes and no easy answers (see Box 1). Modern 
societies are challenged by many such problems. 
They are complex in causation, there are few 
effective treatments and they cross several agen-
cies and professional groups in the responses 

needed to address them. They are also extremely 
costly3.

“Wicked” problems demand the best data to 
measure them, to guide policy frameworks, and 
to evaluate whether what is being done is actu-
ally making a difference.

Psycho-social and behavioural problems 
among youths, risk taking (including substance 
abuse – particularly of alcohol), school failure, 
child maltreatment and juvenile crime (particu-
larly in girls) are all problems that can be de-
scribed as “wicked” and that we face in Australia 
as in the rest of the world. This range of child 
and youth problems is the focus of our research 
at the Telethon Institute for Child Health Re-
search (www.ichr.uwa.edu.au). They are 
the focus also of a national alliance of agencies 
(the Australian Research Alliance for Children 
and Youth; www.aracy.org.au) that we 
have established to encourage effective policies 
in such areas, and their implementation.

On the whole the agencies’ response to 
these very challenging issues has been a crisis 

response. It has focused excessively on the ends 
of pathways, where most of these problems are 
harder to manage or treat and success in avoiding 
harm or damage is less likely. Weaning teenagers 
off drugs, for example, is harder than steering 
them clear of trying drugs in the first place. And 
by the time you are trying to “cure” a drug habit, 
the damage has already been done.

In spite of this, the agencies attempt to 
measure their massive investments in these ar-
eas by analysing trends in their occurrence. We 
are agitating for a paradigm shift. Agencies must 
of course provide effective services for those al-
ready harmed; but they need to appreciate that 
these problems demand a preventative approach 
as well. Most pathways to juvenile crime begin in 
early childhood or even in the womb, or through 
environments that span generations. An example 
is foetal alcohol syndrome and its consequences. 
It is the leading known cause of non-genetic 
mental handicap in the western world. Here solu-
tions are more likely to come from agencies other 
than the traditional ones dealing with the end 
stage problems – the handicapped child – and 
from more than one agency working together. It 
is a problem best solved by prevention.

If prevention needs joined-up thinking from 
agencies, perhaps we could ease this paradigm 
shift by joining up data? Linking health data 
without consent is contentious enough – a 
modern taboo for statisticans. What about link-
ing also such sensitive information as disability, 
child maltreatment, education, police and justice 
records? Privacy campaigners will shout loudly; 
knowledge about our personal lives equates to 
power; the media raise the spectre of an all-
controlling state.

Using medical and other data from private citizens without obtaining the consent of those citizens has been a 

taboo of statisticians and of society. The right to privacy is infringed; the right to confidentiality is abused. Here 

Fiona Stanley argues that, far from being unethical, using data without consent may be morally justified, and not 

using it may be a failure of duty.

Box 1. Wicked problems

•	 Are	socially	complex,	with	multiple	layers	of	stakeholders
•	 Are	difficult	to	clearly	define,	and	there	is	often	disagreement	about	the	cause
•	 Have	no	clear	or	correct	solution
•	 Are	interdependent	and	have	many	contributing	causes
•	 Defy	conventional	approaches	to	problem-solving
•	 Are	cross-cutting,	do	not	fit	into	organisational	boundaries

“Wicked” social problems include substance abuse, teenage pregnancy, domestic violence, 
complex diseases such as obesity and diabetes and juvenile crime. Climate change and 
environmental degradation are wicked problems too.
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At a time when people appear to be more anx-
ious about whether their personal information is 
being collected, used, and even linked, I believe 
that the solutions to many of the wicked prob-
lems facing society may come from making such 
data more available. I will argue, I hope convinc-
ingly, that linking medical and other data without 
express consent of the subject is actually best 
practice. In relation to individual data, debates 
about invasion of privacy and whatever harm that 
may cause rarely mention the public good which 
emerges from such activity. I believe that the 

public good can outweigh the individual harm. I 
believe that our own example demonstrates this.

So here I describe a system of population-
wide data linkage, without consent, developed 
over more than 30 years in Western Australia 
to study developmental pathways into “wicked” 
problems. The data thus linked have informed 
policy; they have enabled epidemiological and 
health and social services research. The results 
have helped vulnerable children in real and 
demonstrable ways. The harm, from invasion of 
privacy, has been close to zero.

The Western Australia data linkage system

We have used population health data includ-
ing registers for more than 30 years in Western 
Australia4. Linkages are done regularly and 
routinely between all births, midwives’ notifica-
tions, hospitalisations, deaths, mental health 
services and our total population registers of 
birth defects, cerebral palsies, intellectual dis-
abilities, autism and cancers.

These data are either statutory collections, 
agency data or special population registration of 
cases of diseases or problems. All are collected, 
without consent, under national and state-based 
guidelines, to enable monitoring and research in 
public health and health services5.

Our Institute, the Telethon Institute for Child 
Health Research, has a paediatric interest; other 
groups concentrate more on adult diseases and 
services6,7. These linked studies have led to a 
large number of epidemiological and health 
services projects to investigate causes, suggest 
preventive and other strategies, evaluate medi-
cal care and suggest policy frameworks8–11.

The linking of population data offers a 
number of important advantages compared with 
other research designs:

1. It is relatively cheap: it uses existing and 
available data.

2. It captures the total population, including 
those at highest risk or with characteris-
tics that make them least likely to par-
ticipate in, or to be included in, surveys, 
cohort studies and randomised controlled 
trials. Thus biased participation, and loss 
to follow-up, are avoided.

3. By including the total population, there 
is usually adequate statistical power for 
robust analyses.

4. By including all birth cohorts, it allows in-
vestigation of the effects of changes over 
time in family, societal and environmental 
factors (compared with single birth cohort 
studies).

5. It provides the basis for research and 
policy evaluation across all groups in the 
population.

6. It allows analyses of sensitive information 
which is hard to collect through survey 
methods, or indeed any other way. Men-
tal health, child maltreatment, criminal 
behaviour, drug use and termination of 
pregnancy are examples.

In addition to these population data, our 
Institute engages in a range of other epide-
miological studies such as population surveys, 
case–control and cohort studies and randomised 
controlled trials. All of these are done with full 
consent, and for all the studies done since the 
late 1990s, we have sought permission (and re-
ceived it in well over 95% of cases) to link these 
studies into the population data.Use data without consent – or abandon effective ways to help her? © iStockphoto.com/Stockphoto4u
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These other studies and their linkages enable 
us to embed them in a total population sample. 
This lets us test their generalisability and inves-
tigate and measure participation bias. They also 
provide many opportunities to validate a range 
of variables in the population data such as diag-
nostic, demographic and ethnic information. The 
population data linkage expands the capacity of 
the sample surveys and cohort studies, convert-
ing the former into quasi-longitudinal studies, 
and in the latter providing some information 
on those lost to follow-up. As the information 
available in the total population agency data is 
limited, these linkages to in-depth studies en-
able better interpretation and analysis of the 
developmental pathways of interest.

Extending Health Data Linkage to 
Educational and Welfare Agency Data

The Institute, in collaboration with several gov-
ernment agencies, applied for a research grant 
to extend our extensive population health data 
to enable still wider linkage across agencies for 
a range of developmental and behavioural prob-
lems. The overall aim was to enable more “joined-
up” or “integrated” or “whole-of-government” 
thinking about the costly and anguishing issues 
affecting	children	and	youth.	The	Developmental	
Pathways Project has now been in place for five 
years. Box 2 shows the agencies and partners 
involved. As can be seen, they span the wid-
est possible range. This novel project has had 
remarkable success. We have managed to obtain 
and link data from all agencies listed; we have 
engaged with them to ensure that the projects 
serve their policy needs and questions – in short, 
we have developed a system of governance that 
enables excellent interactions between the agen-

cies and the custodians of data, the heads of the 
agencies, the head of Treasury, the researchers, 
the	data	linkage	unit,	and	the	PhD	students	who	
did much of the work. A new aspect is that the 
students (of whom three have completed their 
PhD	and	five	are	in	the	process	of	doing	so)	were	
co-supervised by both academic and policy ex-
perts. This meant that, in addition to the various 
committees set up to link the researchers and 
the agencies, each project had dedicated policy 
input guiding it throughout. Hence, not only did 
the students produce publications for scholarly 
journals12–14 but they also helped to write policy 
briefs, presented to agency staff and conducted 
additional analyses specifically to serve a policy 
agenda.

The major aim of the project – to encour-
age connected or joined-up thinking – was also 
achieved. The heads of all the partner govern-
ment agencies attend two meetings a year to 
decide on priority projects. The list demonstrates 
that the agency heads are already thinking across 
departmental silos, suggesting projects that ap-
preciate the cross-agency data linkages and the 
developmental aspects of pathways – prevention 
is already high on their agendas. The leadership 
from the head of Treasury was key to engaging 
all the heads of the other agencies.

Data linkage process: protecting privacy 
while enabling access to sensitive linked 
information

The linking of population data in Western Aus-
tralia	 is	 done	 by	 an	 independent	Data	 Linkage	
Unit whose staff have developed the methods 
over many years as best practice to protect 
privacy and ensure confidentiality15,16. The re-
searchers develop their projects, usually in close 
consultation with data custodians (e.g. health 
agencies, register personnel), obtain funding for 
the project and seek approval from the Ethics 
Committee. Linkage of individual identifiers is 
done by the Linkage Unit, but without any of the 
sensitive data attached. Links are then returned 
to the custodians who provide a de-identified 
linked data file to the researchers. Thus no one 
ever sees both the identifiers and the sensitive 
information of these linked data projects. There 
is no one big linked file of data, but all data are 
linkable and linked for each specific project.

Probabilistic linkage is used and results in 
high proportions of successful linkages, with de-
tailed checking of those that do not link. There 
are legitimate reasons for non- linkage including 
families moving in to or out of the state.

Why not seeking consent is best practice 
for population data linkage: avoiding bias

This linkage is all done without the consent of 
the individuals whose data are being used; and 

register data are also collected without consent. 
The reasons for this relate to scientific rigour 
and costs on the one hand, and to the negligible 
risk of harm on the other. To seek consent for 
such data collection and linkage would result in 
incomplete data and bias – not because people 
would refuse to participate (in fact when we do 
seek consent to link in our studies, well over 
95% agree) but because we do not know where 
they are. It would be prohibitively costly to 
seek written or verbal consent from the whole 
population.

Failure to locate people (or their relatives if 
they have died), has been shown in many epide-
miological studies to be potentially much more 
common than refusal to participate17,18. Major 
biases arise from failure to locate, as people who 
are mobile tend to be different in terms of risk 
of disease or poor outcome and to have different 
risk and protective factor profiles than those who 
are more easily traced. The analyses can thus re-
sult in significant error.

A significant difference in health behaviours 
and health status between responders and 
non-responders has been demonstrated18. The 
magnitude and direction of bias resulting from 
non-participation in studies is unpredictable and 
mostly unquantifiable, as in most studies data 
are only available on those who participate, 
not on those who do not. The main concern is 
that participation that is not randomly distrib-
uted results in biases that cannot be accurately 
predetermined, which has implications even for 
studies with high participation (for example, if 
all those who do not respond are the most se-
verely ill or dead).

The Registry of the Canadian Stroke Network 
was severely compromised by the requirement, 
in some jurisdictions, to obtain written informed 
consent prior to registration18. The result was a 
rate of consent of just 44% of eligible patients. 
Those who participated had an in-hospital mor-
tality rate of 6.9% compared with 21% for eligi-
ble patients who were not enrolled – a relative 
risk of in-hospital death of 3.13 (95% confidence 
interval 2.65–3.70) for non-participants com-
pared to participants! Thus the sample enrolled 
in the national register was so biased as to make 
accurate description of natural history of stroke, 
evaluation of care, or monitoring quite impos-
sible. It was abandoned. This occurred in spite 
of employing neurological research nurse coor-
dinators to deal with consent-related issues at 
a cost of C$500,000. This considerable financial 
investment still did not overcome the poor rate 
of participation and resulting biases.

The Canadian experience is not unique. In the 
United Kingdom consent for inclusion on a Pae-
diatric Intensive Care Audit Network (PICANet) 
database was obtained for only 43% of children, 
while in the United States Melton describes the 
Mayo Clinic experience of being forced to seek 
consent after 100 years of linking and analys-
ing 5.1 million patient records to evaluate and 

Box 2. Developmental Pathways 
Project Agencies and Partners

•	 Telethon	Institute	for	Child	Health	
Research

•	 Crime	Research	Centre	at	 the	Uni-
versity of Western Australia

•	 Department	of	Health
•	 Department	for	Child	Protection
•	 Department	 for	 Communities	 (Of-

fice for Youth)
•	 Department	of	Education	and	Train-

ing
•	 Department	of	Corrective	Services
•	 Disability	Services	Commission
•	 Department	 of	 the	 Attorney	 Gen-

eral
•	 Western	Australia	Police
•	 Department	 of	 Treasury	 and	 Fi-

nance
•	 Department	of	Indigenous	Affairs
•	 Department	of	Premier	and	Cabinet
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improve medical care17. The Mayo study achieved 
97% consent rates only with huge expenditure, 
and it questioned such “waste of precious health 
care resources”. They stress that not being al-
lowed to use retrospective data on those people 
who have died may make treatments “appear 
more beneficial than they really are”.

Consumer and community participation

There are several reasons to explain why we 
have had continued access to population data 
with linkage – all without consent – without 
public opposition in Western Australia. One is 
that our Institute is viewed as highly credible 
and scientifically excellent, with a commitment 
to best practice in research. We have publicised 
our findings extensively in the local media 

and we are seen as very strong advocates for 
children, the disadvantaged, Aboriginal issues, 
social justice and using research in policy and 
practice.

Another reason is our consumer and com-
munity participation in research activities. This 
includes a major advisory council. They have 
championed the use of data and record linkage 
among all the disease support groups and health 
consumers. This may well lead to our Western 
Australia community being the best informed 
about health data and how powerfully it can be 
used to improve services.

Addressing privacy concerns

What are the dangers and threats to individu-
als from using these existing data, linked in this 
way? It must be acknowledged that the potential 
for invasion of privacy is one about which many 
people are concerned. It is important that, as re-
searchers, we are aware of these concerns. At the 
same time we need to educate the public about 
the importance of using their data for public 
good, and how our methods of linking their data 
are best practice in terms of protecting their 
privacy and ensuring confidentiality

What are the concerns expressed by the pri-
vacy lobby about accessing and linking these 
agency data sets without consent? The major 
fears are of being identified, and that the iden-
tifiable data might be used to harm the indi-

vidual. It might be passed on, for example, to 
an employer who may then discriminate against 
the individual; or sensitive data might be made 
public. In over 30 years of data linkage we have 
not had one breach of any identifiable informa-
tion. We believe that our strict processes for 
protecting the identifiable information are best 
practice.

Doyal	suggests	that	while	not	obtaining	con-
sent is morally wrong, this is tempered by the po-
tential benefit of what can be achieved, as long 
as there is no violation of patient confidentiality 
or privacy and that patients are provided with 
the opportunity to refuse (opt-out)19. Balancing 
community needs and expectations in relation to 
privacy issues and the potential benefit to the 
community from health and welfare research will 
require extensive community education and con-
sultation and a clear mandate from governments 
that recognises health research as a fundamental 
requirement for resilient and prosperous nations 
in the 21st century.

Discussions	 in	 the	 media	 about	 the	 col-
lection, linkage, and use of individual data on 
medical and social problems as I have described 
here usually focus on the threats to privacy. They 
rarely discuss the huge opportunities for public 
good that are increasingly possible from such 
information.

If agency data exists that can improve health 
and well-being, reduce harm and prevent major 
problems, for example in children and youth, 
and if we are not allowed to use that data, 
then government agencies could be accused of 
not fulfilling their duty to their public. Instead 
of being defensive about such use, we should 
proclaim it. Only then can we bring the public 
along with us.

References
1.	 Gostin,	 L.O.	 (2004)	 Law	 and	 ethics	 in	

population health. Australian and New Zealand Journal 
of Public Health, 28, 7–12.

2. Stanley, F., Richardson, S. and Prior, M. 
(2005) Children of the Lucky Country? How Australian 
Society has Turned its Back on Children and Why 
Children Matter. Sydney: Pan Macmillan Australia.

3.	 Collins,	D.	and	Lapsley,	H.	(2008)	The	cost	
of tobacco, alcohol and illicit drug use to Australian 
society in 2004/5. National Drug Strategy Monograph 
Series No. 64.

4.	 Stanley,	F.J.,	Croft,	M.L.,	Gibbons,	J.	and	
Read, A.W. (1994) A population database for maternal 
and child health research in Western Australia using 
record linkage. Paediatric and Perinatal Epidemiology, 
8, 433–447.

5.	 NHMRC	 (2000)	 Guidelines	 under	 section	
95 of the Privacy Act 1988.

6.	 Burgess,	C.L.,	Holman,	C.D.	and	Satti,	A.G.	
(2005) Adverse drug reactions in older Australians 
1981–2002. Medical Journal of Australia, 182, 267–
270.

7.	 Brameld,	 K.J.,	 Ward,	 A.,	 Gavin,	 A.L.	 and	
Holman,	C.D.	(2002)	Health	outcomes	in	people	with	

type 2 diabetes. A record linkage study. Australian 
Family Physician, 31, 775–778.

8.	 Brook,	 E.,	 Rosman,	 D.,	 Holman,	 C.	 and	
Trutwein, B. (2005) Summary of Research Outputs 
Project.	Western	Australian	Data	Linkage	Unit	(1995–
2003).	WA	Department	 of	Health,	 The	University	 of	
Western Australia, Telethon Institute for Child Health 
Research, Curtin University of Technology, Perth.

9.	 Hillman,	 S.,	 Silburn,	 S.,	 Green,	 A.	 and	
Zubrick, S.R. (2000) Youth suicide in Western Australia 
involving cannabis and other drugs. A literature 
review	and	research	report	2.	Western	Australian	Drug	
Abuse Strategy Office, Perth.

10. Jablensky, A.V., Morgan, V., Zubrick, S.R., 
Bower, C. and Yellachich, L.A. (2005) Pregnancy, 
delivery, and neonatal complications in a population 
cohort of women with schizophrenia and major 
affective disorders. American Journal of Psychiatry, 
162, 79–91.

11. Hansen, M., Kurinczuk, J.J., Bower, C. 
and Webb, S. (2002) The risk of major birth defects 
after intracytoplasmic sperm injection and in vitro 
fertilization. New England Journal of Medicine, 346, 
725–730.

12. Malacova, E., Li, J., Leonard, H., de 
Klerk, N. and Stanley, F. (2008) Association of birth 
outcomes and maternal, school, and neighborhood 
characteristics with subsequent numeracy 
achievement. American Journal of Epidemiology, 168, 
21–29.

13.	 O’Donnell,	 M.,	 Nassar,	 N.,	 Leonard,	 H.,	
Jacoby, P., Mathews, R., Patterson, Y. and Stanley, 
F. (2009) Rates and types of hospitalisations for 
children who have subsequent contact with the child 
protection system: a population based case-control 
study. Journal of Epidemiology and Community Health, 
published online  September 23.

14. Langridge, A.T., Nassar, N., Li, J., Jacoby, 
P. and Stanley, F. (2009) The effect of monetary 
incentives on birth rates in Australia. Under 
external review with the Journal of Community and 
Epidemiology Health.

15.	 Kelman,	C.W.,	Bass,	A.J.	and	Holman,	C.D.	
(2002) Research use of linked health data – a best 
practice protocol. Australian & New Zealand Journal of 
Public Health, 26, 251–255.

16.	 Trutwein,	B.,	Holman,	C.D.J.	and	Rosman,	
D.L.	 (2006)	Health	data	 linage	conserves	privacy	 in	
a research-rich environment. Annals of Epidemiology, 
16, 279–280.

17. Melton, L.J. (1997) The threat to medical-
records research. New England Journal of Medicine, 
337,  1466–1470.

18.	 Tu,	J.V.,	Willison,	D.J.,	Silver,	F.L.,	Fang,	
J., Richards, J.A., Laupacis, A., Kapral, M.K. and 
Investigators in the Registry of the Canadian Stroke 
Network (2004) Impracticability of informed consent 
in the Registry of the Canadian Stroke Network. New 
England Journal of Medicine, 350, 1414–1421.

19.	 Doyal,	 L.	 (1997)	 Informed	 consent	
in medical research. Journals should not publish 
research to which patients have not given fully 
informed consent – with three exceptions. British 
Medical Journal, 314, 1107–1111.

Professor	Fiona	Stanley	is	Director	of	the	Telethon	In-
stitute for Child Health Research at the University of 
Western Australia.

Obtaining consent may be a waste 
of precious health care resources
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