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Consumer protection
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	Key points

	· Consumer protection has become more complex as consumers have moved into online shopping, especially with overseas suppliers.

· The consumer protection provisions of the Competition and Consumer Act 2010 apply to online traders in the same way as they do to bricks and mortar retailers. However, these provisions may not apply to overseas online transactions and, where they do apply, they are difficult to enforce in other jurisdictions. 

· Despite this, the Australian Competition and Consumer Commission (ACCC) has taken action to enforce Australian consumer protection laws against overseas based traders and has had some success in obtaining a judgement and having it enforced. 

· Cooperation with overseas regulators is becoming increasingly important in this regard due to the growth in cross-border transactions and the exposure of consumers to more complex transactions occurring across multiple jurisdictions.

· While goods purchased from overseas online traders may not meet Australian safety standards, regulators appear to be handling related concerns within their current compliance and enforcement frameworks. With the potential increase in online shopping, consideration needs to be given to both the tools available for the most effective overseas cooperation and the scale of the surveillance and monitoring task.
· As overseas online purchases are generally outside the scope of the Australian Consumer Law (ACL) provisions relating to warranties and refunds, local retailers and their suppliers can face a dilemma about whether or not to service or honour a warranty on a product they did not sell or risk negative publicity. Such issues are best addressed through a combination of consumer education and market based responses, such as a business model which provides advice and support to online consumers for a fee or through a new form of warranty.

· In recognising that a lower priced product purchased online from an offshore supplier may not be subject to Australian consumer protection laws, some consumers appear to be willing to ‘trade off’ the potential risk of product failure or defects for the lower price. Others may be unaware that they are not protected by Australian consumer protection laws.
· Online service providers are responding to the demand for secure online transactions and consumers are becoming more aware of the need for increased prudence in online dealings regarding their financial and personal information.
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Australia’s consumer protection laws and online retailing

Consumer protection in Australia is based on a suite of policies and a legislative framework that aims to protect consumers from unconscionable or deceptive conduct and unsafe or defective goods and services. This also provides consumers with remedies when they suffer loss from such conduct or products as well as ensuring they receive appropriate product information to assist in making purchasing decisions. 

Consumer protection has become more complex as retail activity has moved into online sales, and especially overseas online sales. Issues related specifically to online retailing include the security of the online payment process, theft of personal information (identity, financial and medical) and invasion of privacy (such as tracking of internet search habits and purchasing profiles). There are also new practices specific to the internet such as spam, spoofing, phishing, spyware and cookies, which can be manifested as annoyance and/or impaired performance of computers. 

Online consumers may also experience problems similar to the offline environment, such as: delayed, undelivered and defective orders; mistakes in billing; warranty disagreements; misleading advertising; and deceptive and unconscionable conduct. Further difficulties may arise for online consumers in seeking redress and for effective regulatory enforcement, particularly for cross-border disputes.

Much of the focus of participants’ concerns in this inquiry has been on compliance with Australian product safety standards of goods purchased online from overseas suppliers. Further concerns relate to the warranties attached to such goods and the availability of refunds.

The Australian Consumer Law and its application to online trading

The implementation from 1 January 2011 of the Australian Consumer Law (ACL), as a schedule to the Competition and Consumer Act 2010 (the Act) essentially replaced 17 existing national, state and territory laws with a single national law to make consumer protection consistent across the country. 

Generally speaking, the Act applies to online traders in the same way as it does to bricks and mortar businesses. Further, sections 5(1) and 5(2) extend the application of the ACL and certain other parts of the Act to conduct that is engaged in outside of Australia in particular circumstances, including if the party engaging in the conduct is ‘carrying on business within Australia’. This has been interpreted by the courts to include certain internet sales from businesses based overseas with no physical presence in Australia, where they were ‘carrying on business within Australia’ at the time the breach occurred (ACCC pers. comm., 10 June 2011). ‘Carrying on a business’ is not comprehensively defined in the Act, but is given meaning in case law.
Nevertheless, the Australian Competition and Consumer Commission (ACCC) has made it clear that the consumer protection provisions of the legislation may not protect consumers in all aspects of their online dealings with overseas based businesses (ACCC 2011d). State and territory consumer affairs and fair trading departments also make it clear to consumers that Australian consumer protection laws may not apply when making purchases from overseas online businesses. For example, Fair Trading Queensland notes: 

… when dealing with businesses in other countries, Queensland and Australian protection laws may not apply. (Fair Trading Queensland 2011, p. 2) 

In circumstances where the consumer protection provisions of the Act have been interpreted by the courts as applying to a transaction involving an overseas based online trader, there are likely to be practical difficulties in enforcing the law and obtaining a remedy for any breach.

Enforcing the consumer protection law in overseas jurisdictions

Enforceability of Australian laws in foreign jurisdictions is complicated by the general principle that ‘the courts of one country will not enforce the penal and revenue laws of another country’ (ACCC v Yellow Page Marketing BV (No 2) [2011] FCA 352 at 77). It is also more difficult to secure the information necessary for legal action when the offence has occurred overseas. Despite this, the ACCC has taken action to enforce consumer protection laws overseas and has had some success in obtaining a judgement and having it enforced against overseas-based traders (box 5.1).

Given these difficulties, cooperation with overseas regulators is required. This international cooperation will become more important due to the increasing scale of cross-border transactions and consumers becoming exposed to more complex transactions occurring across multiple jurisdictions. 
How Australia cooperates with overseas regulators

The ACCC engages closely with competition and consumer protection agencies around the world in relation to cross-border conduct that may breach the Act. It undertakes a range of activities with its international counterparts including both cooperation on specific cases and more general exchanges of information on matters of common interest. Such activities are facilitated through the International Consumer Protection Enforcement Network (ICPEN) which consists primarily of the main consumer enforcement agencies in a range of countries.
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ACCC action against overseas-based traders

	The ACCC has taken action against overseas-based traders for breaches of the Competition and Consumer Act 2010.

· In August 2003, the Federal Court declared that an imitation Sydney Opera House website which operated out of the United States had misled and deceived consumers, following allegations that several consumers from the United Kingdom and Europe who tried to buy tickets through the site, and had their credit cards charged, were either overcharged or did not receive the tickets:

· the ACCC obtained an injunction requiring the operator to remove the site from being accessible to Australian users.

· In December 2008, the Federal Court declared that the operators of the Designer Brand Outlet website, based in China, had made false, misleading and deceptive representations on their website, including claims that genuine designer label women’s clothing was for sale, when in some cases no items were supplied, and in others the clothing was counterfeit. The court also granted injunctions restraining the operators from engaging in similar conduct for five years and they were ordered to pay the ACCC’s legal costs:

· the ACCC also brought action for compensation on behalf of consumers misled by the website operators. A subsequent financial settlement included payment of money to the ACCC for consumer refunds.

· In May 2010, following proceedings taken by the ACCC, the Federal Court found that e-commerce marketing companies StoresOnline International Inc. and StoresOnline Inc. made misleading and deceptive representations regarding the price of their products and services:

· this was the second such case brought by the ACCC against StoresOnline

· an additional aspect of this matter was resolved in December 2009 when the Federal Court found that StoresOnline had failed to comply with undertakings provided to the ACCC in April 2006, and made orders by way of declarations and injunctions relating to these breaches. StoresOnline admitted to the breaches and consented to the court orders being made.

· In April 2011, the Federal Court imposed penalties totalling $2.7 million against two overseas companies, Yellow Page Marketing BV and Yellow Publishing Limited, for sending thousands of Australian businesses misleading faxes and invoices in an attempt to obtain subscriptions to their online business directories. 

	Sources: ACCC (2003, 2008a, 2008, 2009b, 2010b, 2011a).

	

	


Cooperation is also occurring bilaterally through arrangements with Australia’s counterpart agencies in a number of jurisdictions, including Canada, the United Kingdom, the United States, Korea, New Zealand, Taiwan and Papua New Guinea. Such arrangements provide a basis for case notification, information sharing, coordinated enforcement action and regular meetings. The Mutual Assistance in Business Regulation Act 1992 enables the ACCC to assist overseas regulators in civil cases through the gathering of evidence even where the ACCC does not have an active investigation (ACCC, pers. comm., 10 June 2011). Similar international arrangements are used in the regulation of financial services. The Australian Securities and Investment Commission (ASIC), as Australia's corporate, markets and financial services regulator, has similar bilateral and multilateral arrangements in place, as well as provisions for the release of confidential information, to assist its regulatory surveillance and deterrence work (ASIC 2011).
A number of governments have also established the dedicated website eConsumer.gov as a portal for cross-border consumer complaints concerning online and related transactions (ICPEN 2011). This site featured in the Designer Brand Outlet case brought by the ACCC in 2008 (box 5.1). The case involved cooperation from a number of governments and other parties including the US Federal Trade Commission (FTC) and the UK Office of Fair Trading, as well as a domain name registrar and a major bank.
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Product safety and warranty issues in online retailing

Australia’s consumer protection arrangements encompass an array of mechanisms that are designed to encourage suppliers to market products that meet reasonable standards of quality and performance, including statutory and common law rights to refunds and compensation in the event of injury or loss from defective products. Importantly, all reputable businesses (including those operating online) have strong incentives to develop appropriate systems to respond to consumer concerns so that they can encourage repeat business. Online retailers based offshore have similar incentives.
In the online retailing environment, these incentives are reinforced by independent third party supplier ratings such as eBay and customer feedback on product quality and after sales service and experience. A recent survey of online purchasers found wide involvement in such feedback, with most consumers reading other consumers’ opinions about products and brands via social media, close to half commenting on brands, products or services and one-third posting online reviews (Nielsen 2011a). 

Current concerns about product safety in overseas online retail

Product safety concerns raised in submissions focused on goods purchased online from overseas suppliers. These concerns covered a range of goods including medicines, bicycle parts and accessories, toys, body jewellery, electrical goods and motor vehicle components (box 5.2). Essentially, the concerns focused on:
· the potential harm to consumers from the lack of enforcement of Australian statutory requirements (rather than the requirements themselves) 
· the cost disadvantage for domestic retailers compared to their overseas competitors.

In highlighting the potential harm to consumers, Lindysgoodies said:

OS [overseas] companies can trade in goods that may be banned or illegal without any fear of penalty. … Furthermore products that may harm health such as external battery vibrating tongue bars are not monitored or regulated in any manner. (sub. 24, p. 3)

A number of submissions called for mandatory Australian product standards to be enforced on overseas online retailers by Australian regulators (Australian National Retailers Association, sub. 91; Photo Marketing Association, sub. 40; Myer Holdings Limited, sub. 88; Photo Imaging Council of Australia, sub. 27; Australian Automotive Aftermarket Association, sub. 38; Retail Cycle Traders Australia, sub. 57; Pharmacy Guild, sub. 72; Australian Music Association, sub. 68; Bicycle Industries Australia Ltd, sub. 53). In relation to medicines, the Pharmacy Guild made a number of suggestions towards a higher level of enforcement, including increased public awareness via education programs, and regular checks and monitoring of internet sites selling medicines (Pharmacy Guild, sub. 72). 

The Australian National Retailers Association (ANRA) made the following recommendation:

… [that] the Australian Government takes steps urgently to ensure all goods being imported into Australia, including direct purchases by households, meet all Australian safety standards and labelling requirements. (ANRA, sub. 91, p. 35) 

Do not delete this return as it gives space between the box and what precedes it.
	Box 5.

 SEQ Box \* ARABIC 2
Participants’ concerns about product safety

	Participants have raised safety concerns across a range of retail products sourced online from overseas.

· The Pharmacy Guild (sub. 72) has expressed concern about the use of medicines purchased on the internet by consumers without advice from a health professional. There was also concern that these products may contain potentially harmful ingredients.

· The Australian Toy Association (sub. 84) raised concerns surrounding the safety implications of transmitters and receivers purchased online from overseas retailers that operated on different frequencies to those approved for use in Australia.

· A number of bicycle retailers have expressed concern about the lack of enforcement of Australian Standards on overseas online sales of bicycle helmets and parts, which are enforced domestically under the ‘threat of heavy fines’ (Retail Cycle Traders Australia, sub. 57, p. 6). Other participants have raised similar concerns in relation to formulated hygiene, cosmetic and specialty products (Accord, sub. 75), equipment for rock climbing and vertical access (Neil Blundy, sub. 50) and motor vehicle components (Australian Automotive Aftermarket Association, sub. 38).

· The Australian Dental Industry Association raised concerns that many potentially high risk medical devices such as autoclaves, tooth filling materials and other medical equipment could be imported into Australia via the internet without any safeguards as to their fitness for use (sub. DR142).

· Importers and retailers of electrical goods have also pointed to the competitive disadvantage they experience when Australian safety standards are not enforced on imported goods (and the costs of adapting goods avoided), as well as the risk to consumer safety (Photo Imaging Council of Australia, sub. 27; Photo Marketing Association, sub. 40).

	

	


As well as the potential harm to consumers, importing products that do not meet Australian Standards can also place Australian retailers at a competitive disadvantage. 

For example, Bicycle Industries Australia (sub. DR155) highlighted the cost disadvantages to Australian retailers in having to meet Australian Standards in comparison to their overseas competitors. It noted that an Australian importer of bicycle helmets not only had to pay the GST on the imported helmets, but also had to meet the costs of the engineering fees to test the helmet to Australian and New Zealand Standards. Further costs include the applications fees and the standards approved labels. Sacred Ride Jindabyne said:

Australian bicycle helmet suppliers as an example are forced to pay up to $25,000 per year prior to importing a single helmet, with additional costs associated with testing and assessing each batch of helmets delivered with many paying over $100,000 per annum in testing and likening fees to meet Australian Standards. (sub. DR200, p. 2)

These costs were associated with Australia (and New Zealand) having a unique standard in this area.

Due to the current standards, introduced in 2008, the majority of helmets constructed for the European and American markets do not pass Australian testing protocols. (sub. DR155, p. 6)

Consequently, bicycle helmets that meet European or US standards have to be modified and/or retested to meet the current Australian Standard and labelled appropriately. Bicycle Industries Australia went on to say that:

If an Australian retailer supplies a helmet that has not been tested to current Australian Standards, and labelled appropriately, that retailer faces a fine of up to $1.1 million and the individual staff member faces a fine of $220,000. … These helmets [not tested to Australian standards] are illegal to use on Australian roads. (sub. DR155, pp. 6‑7)

Some have questioned the broader implications for the consumer protection framework:

At times (such as with non-compliant electrical goods) these policy settings actually lead to genuine health and safety implications for Australian consumers. It may be that as a society these are risks which we wish to allow our citizens to take ‑ but if that is the case, why did we build such a strong consumer protection framework in the first place? (Australian Music Association, sub. 68, p. 4)

While the Australian Dental Industry Association questioned whether the current regulatory framework — particularly in respect of the importation of medical devices — was becoming increasingly irrelevant in the twenty first century (sub. DR142).
Australia’s product safety arrangements
The existing consumer protection regulatory framework has safety as a central concern and a number of product safety standards are mandatory. The ACL requires mandatory notification to the ACCC by businesses where they become aware that one of their products has caused illness, injury or death. 
While the ACL and the ACCC play a central role in product safety, a number of other agencies are also involved in the regulation and enforcement of safety standards for specific products such as electrical equipment and therapeutic goods and, in the case of financial products, protecting consumers more generally. In many cases, these agencies work in conjunction with the ACCC (box 5.3). 
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Consumer protection and product safety — who does what?

	Consumer products: The Australian Competition and Consumer Commission (ACCC), in conjunction with state and territory consumer protection agencies, administers and enforces the national consumer law, the ACL, which is contained in the Competition and Consumer Act 2010.
Medicines and therapeutic goods: The Therapeutic Goods Administration (TGA) regulates all therapeutic goods (medicines, medical devices, blood products and tissues) that are imported into and manufactured in Australia, or exported from Australia.

Electrical equipment: Electrical equipment safety is currently the responsibility of the state and territory governments. Most household appliances are required to be approved by the relevant authority before they can be sold in Australia. The various regulatory authorities have agreed to establish a nationally consistent, performance based electrical equipment safety system and national data base with enforcement to remain the responsibility of the states and territories.

Prohibited and restricted imports: The Australian Customs and Border Protection Service controls the import of specific goods into Australia. These controls are either in the form of a complete prohibition, or for restricted goods, a permit is required to import the goods. Goods on this ‘list’ include crowd control sprays, laser pointers, chewing tobacco and snuff, pencils and paint brushes with toxic coatings, tablet presses, suicide devices and pornography and objectionable material.
Financial services: The Australian Securities and Investment Commission (ASIC) regulates financial markets, financial service providers, advisers and licences those engaged in providing consumer credit. It has legislative powers to protect consumers against misleading, deceptive and unconscionable conduct in relation to financial services.

	Sources: Australian Consumer Law (www.australianconsumerlaws.gov.au), ASIC (www.asic.gov.au), Electrical Regulatory Authorities Council (www.erac.gov.au), Australian Customs and Border Protection Service (www.customs.gov.au).

	

	


Enforcing product safety

Australia’s consumer protection agencies undertake coordinated biannual national product safety surveillance programs, which include those products sold by web‑based suppliers. This enables the ACCC, in conjunction with state and territory consumer protection agencies, to target certain products to assess their compliance with mandatory standards. 

A ‘product safety hazard assessment clearinghouse’ has also been developed by the ACCC for early identification of emerging safety hazards. The clearinghouse shares information and intelligence with state and territory consumer protection agencies and overseas agencies and responds when a safety issue has been identified (SCOCA 2011). The ACCC also purchases random samples of products from online suppliers, with those products assessed by independent test laboratories against mandatory performance requirements (ACCC, pers. comm.,  30 June 2011).
In recent years, the ACCC has recalled a number of unsafe or dangerous babies’ and young children’s toys that were being sold over the internet. It has also taken legal action against online traders in regard to product safety breaches (box 5.4). In addition, the ACCC works with the Australian Customs and Border Protection Services in relation to goods listed as being prohibited or restricted goods. 
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ACCC action on the safety of online purchases

	In recent years, the ACCC has brought action against online retailers in relation to aspects of the safety of a number of products purchased online.

· In October 2007, the online retailer Overstockoutlet recalled its Freestyle 51cm steel frame bicycle and offered court enforceable undertakings, following ACCC investigations which revealed that the bicycle did not meet product safety standards.

· In August 2009, child care restraints supplied by Doreen 3058 via eBay Australia were recalled, following safety concerns raised by the ACCC.

· In January 2011, following a criminal prosecution instituted by the ACCC in the Federal Court, online trader Philip Robinson was convicted and ordered to pay nearly $15 000 in fines and costs for selling non-compliant infant sleeping bags known as Grobags, without the fire hazard information labels required by the mandatory standards for children’s nightwear. These bags were imported from China and sold via the defendant’s eBay account and eBay store.

	Sources: ACCC (2007b, 2009a, 2011f); ACCC v Robinson [2011] FCA 17 (17 January 2011).

	

	


However, as noted above, both the ACCC and the state and territory consumer protection agencies make it clear that obtaining consumer redress with respect to purchases by individuals from overseas websites is difficult. Consequently, there has been a focus on monitoring overseas developments in product safety and undertaking surveillance activities as well as educating consumers about online shopping.

The role of monitoring 

To monitor overseas developments on product safety, the ACCC uses its ‘clearinghouse’ system on product safety intelligence, with data sources that include hospitals, other product safety regulators and international recalls’ databases. Product safety is a key focus of the ACCC’s international cooperation activities, which include a Memorandum of Understanding signed in January 2011 with the United States Consumer Product Safety Commission (ACCC 2011j).

In regard to therapeutic goods, the Therapeutic Goods Administration (TGA) regularly conducts surveillance activities, including laboratory analysis, to monitor compliance levels with mandatory quality standards. Where the TGA becomes aware that Australian consumers may have purchased potentially dangerous therapeutic goods from overseas sources via mail-order or the internet, it issues a safety alert via its website advising consumers to cease using the goods and to consult a health care practitioner if there are any health concerns (Department of Health and Ageing, pers. comm., 19 July 2011). 
Since January 2011, the TGA has issued 15 safety alerts in relation to medicines that have been, or may have been, purchased over the internet. In most cases, the TGA’s concern has been that the medicines contained prescription-only substances and may be harmful if taken without the supervision of a medical professional,
 though in some cases it was because the medicines contained substances no longer approved for supply in Australia because of safety concerns (TGA 2011c). 
Consumer education 

The ACCC provides information to improve consumers’ understanding of their rights and how to protect themselves when purchasing online either from local or overseas sites. This includes information to consumers that goods purchased overseas may not meet Australian safety standards and the extent of their rights and arrangements for redress. The ACCC also provides warnings in relation to scam activities and advice to protect against fraud (ACCC 2011g). State and territory consumer protection agencies also provide similar advice to consumers in relation to online shopping.

In recognition of the consumer’s right to choose appropriate therapies for themselves, it is possible for individuals to import therapeutic goods into Australia for their own personal use (box 5.5). Such importation is subject to various conditions, and as the TGA advises, it is the responsibility of individuals wishing to import unapproved therapeutic goods for their own use to ensure they have complied with all relevant laws of Australian governments (TGA 2004). It advises:

Do not order medicines, including dietary supplements and herbal preparations, over the Internet unless you know exactly what is in the preparation and you have checked the legal requirements for importation and use in Australia.

Products available on international websites are not regulated by the TGA. If care is not taken, you may inadvertently break the law, waste your money or risk your health. (TGA 2011b)
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Obtaining therapeutic goods online

	It is possible to obtain legitimate therapeutic goods that have been entered in the Australian Register of Therapeutic Goods (ARTG) from Australian online providers. Therapeutic goods are also available for purchase from international websites. However, if these products are imported for supply in Australia, they must also be entered in the ARTG unless they are in one of the categories exempted by the therapeutic goods legislation, such as for personal importation for use in the treatment of the importer or a member of the importer's immediate family. 

Where products are imported for on-sale, including use within a professional practice, they are required to be appropriately entered on the ARTG by the importer who would be recognised as the sponsor of the product and who would need to meet the appropriate responsibilities of a sponsor as set out in the legislation. There is no assurance that therapeutic goods imported directly from international websites and not entered in the ARTG meet the standards of quality, safety or efficacy prescribed by the therapeutic goods legislation. Potential risks of such medicines and medical devices are that they are fake (counterfeit); are too strong or too weak; contain undisclosed, dangerous ingredients; are past their use-by date; or are contaminated or not manufactured to appropriate standards.

	Source: Department of Health and Ageing (pers. comm., 22 September 2011).

	

	


The retail industry itself is also in a position to play a role in educating consumers. Local retailers can provide information on which products meet Australian Standards and the possible implications of using products that do not meet the standard. For example, there are possible insurance implications, likely breaches of road regulations and ineligibility to compete in certain sanctioned events where cyclists use helmets that do not meet Australian Standards. Bicycle Industries Australia said:

Riding with a helmet that is not approved is like riding without a helmet which, therefore, most insurance clauses, as you know, have a clause that would void the insurance. So riding in a helmet that has not been approved puts you at risk of an injury without insurance at all. Most people aren’t aware of that … (trans., p. 136)

Online markets sites such as eBay have also taken steps to advise consumers when they have been directed to an overseas site and provide links to information on Australian product safety standards and warranties (trans., p. 194). In many cases, there is clearly a commercial incentive for domestic retailers to provide such information. 
What should be done?

Many of the concerns raised in submissions are, of course, not new.
 Also, the consumer safety problems associated with overseas online purchases are not qualitatively different to those arising when Australians return from overseas bringing non-compliant goods (note the exception for medicines which are subject to declaration on arrival (Customs 2011b)). What is different in relation to online shopping is the potential scale of households purchasing products directly from overseas suppliers which may not meet Australian health and safety standards. 

When engaging in online shopping, consumers may recognise that the lower price of a product from an offshore supplier reflects the potential risk that the product may not be of the same standard as a similar domestic product. In such cases, consumers appear to be implicitly willing to ‘trade off’ or self-insure against the potential risk of safety problems or failure of the product against the lower purchase price. 
However, the non-compliance of an imported good with Australian standards does not necessarily mean that the product poses additional risk to the consumer. It may comply with an overseas standard that provides equivalent consumer protection, even though this equivalence may not be recognised by the Australian regulator. 
It is not clear why certain products require a uniquely Australian standard. Indeed, in many or most cases, there are likely benefits in having Australian Standards reflect appropriate international standards. This is particularly the case where significant additional testing may be required or where specifically designed products have to be produced exclusively for the Australian market. In these cases, business would face significant additional costs (which would be passed on to consumers) and there would need to be compelling benefits to justify this. 
The Commission, in a commissioned research report on Standard Setting and Laboratory Accreditation (PC 2006), found that, in general, there should be a preference for international standards as they facilitate the importation of a wider range of goods to consumers and ensure Australia fully participates in the global market place. It went on to recommend that while the suitability of such standards should continue to be assessed on a case-by-case basis, Standards Australia should publish the compelling reasons where an Australian Standard departs from an equivalent international standard. 
In the case of bike helmets, Standards Australia commented that there were no international standards — standards published by the ISO (International Standards Organization) or IEC (International Electrotechnical Commission) — that were applicable or a single overseas standard that could be considered as a defacto international standard. It was for these reasons, that the Standard relating to bike helmets, AS/NZ 2063, did not contain details of deviations from other overseas standards (Standards Australia, pers. comm., 28 October 2011). 
For the regulatory agencies, enforcing product safety standards with respect to purchases by individuals from overseas websites is difficult. Clearly, it would not be cost effective or even practically possible to examine every overseas product purchased online and imported into Australia to ensure compliance with Australian health and safety standards. In 2010-11, nearly 58 million parcels entered Australia as low value international mail and as air cargo consignments (see chapter 7). Consequently, regulators take a risk based approach to monitoring and surveillance of imports using information and intelligence provided by consumers, state and territory regulators and overseas regulators. Information sharing and cooperation with overseas and domestic agencies would appear to be the key in dealing with any consumer safety problems associated with overseas online purchases.
In 2003, Justice Sackville in ACCC v Chen noted:

While domestic courts can, to a limited extent, adapt their procedures and remedies to meet the challenges posed by cross-border transactions in the internet age, an effective response requires international co-operation of a high order … (ACCC v Chen [2003] FCA 897 at 61)
In 2008, the Commission noted that:

… as e- and m-commerce continue to develop, it will be necessary to monitor the adequacy of consumer laws to meet emerging issues. Also, the further growth in cross‑border transactions will put a premium on effective cooperation between regulatory agencies, both within Australia and with their counterparts overseas. To this end, some new measures may be required — especially to facilitate information sharing and cooperative enforcement activity with other countries. (PC 2008b, vol. 1, p. 53)

Considering developments over the last few years, regulators appear to be conscious of the risk of significant harm and the increased scale of potentially non-compliant consumer imports. As discussed earlier, regulators like the ACCC and the TGA are stepping up monitoring and surveillance activities, including through more extensive cooperation with overseas regulators and increased warnings to consumers. In some cases, this increased surveillance has also resulted in enforcement action. 

Nevertheless, the potential magnitude of the increase in overseas online shopping raises a question of the future level of such efforts. While regulators appear to be handling these concerns within their current compliance and enforcement frameworks, consideration needs to be given to both the tools available for the most effective overseas cooperation and the scale of the surveillance and monitoring task.

Concerns relating to warranties and refunds in overseas online retail
The ACL provides a basic set of guarantees for consumers who purchase goods and services from Australian suppliers (including Australian-based online sellers, importers and manufacturers) on or after 1 January 2011. These consumer guarantees (for example, that goods are of acceptable quality, fit for purpose, and there is reasonable provision of spare parts and repair facilities) apply regardless of any supplier or manufacturer warranty the consumer is given or purchases. 

As these guarantees may not be applicable to goods purchased online from overseas retailers, the issue of warranties and refunds was of concern to a number of participants. Some submissions (Photo Marketing Association, sub. 40; Bicycle Industries Australia Ltd, sub. 53) noted the potentially lesser warranty rights in relation to overseas online purchases. The Fair Imports Alliance (FIA) similarly states:

… many of FIA’s members reported that consumers who had purchased goods from offshore sellers were bringing them back to retail stores in order to place warranty claims. This became problematic as certain products only had international warranties which were not recognised in Australia. (sub. 47, p. 16)

This situation can be common, and puts local businesses in a dilemma, according to Bicycle Industries Australia Ltd:

Further impacting on the promotion of individual brands is that Australian bicycle wholesalers … receive on average 111 product returns per year for products which have been purchased from an offshore retail site and returned to the Australian company for warranty repairs.

The Australian wholesaler is forced to make the decision to service a product it did not sell, or risk the negative publicity relating to their product. (sub. 53, p. 8)

Similar issues can arise where so called grey or parallel imports (genuine goods that are not imported by the licensed distributor) are sold to consumers and they then seek a repair or replacement under express warranties/guarantees as if they were sold by licensed distributors in Australia (ACCC pers. comm., 16 September 2011).

In some circumstances, Australian distributors, even on a fee for service basis, may choose not to service products, such as hi fi equipment, purchased overseas to create a deterrent to consumers purchasing online from overseas retailers (Alex Encel, sub. DR209). 

Bicycle Industries Australia Ltd also recognised that the consumer’s right to a refund in accordance with the ACL may not extend to overseas purchases (sub. 53). Although this is made clear by the ACCC (ACCC 2011d) in its advice to consumers, some retailers such as the Retail Trader’s Association of Western Australia (sub. 80) considered that consumers required more detailed information in this regard. 

What should be done?

The diversification of retail activity across different channels in Australia and overseas adds complexity to consumer rights to redress and the processes for securing such redress. Continued consumer education is likely to be necessary to ensure that consumers remain sufficiently aware of these rights and processes. Although consumer education is primarily a role for consumer protection agencies, there are commercial incentives for local retailers to assist in filling any ‘information gaps’ facing consumers about their warranty rights and ability to seek refunds when purchasing goods online from overseas traders.
Consumers have to weigh up the risk that the lower priced product purchased online from an offshore supplier may not be subject to the same warranties and rights to refunds or service as the higher priced domestic product. In effect, by purchasing the lower priced product online from an offshore supplier, consumers have opted to ‘self insure’ against the potential risk of product failure or defects.

Nevertheless, overseas online retailers may not necessarily provide lesser access to refunds and warranties than domestic retailers. Like local retailers, they face commercial incentives, along with the consumer protection requirements in their country of origin, to provide for refunds, returns and warranties on the products they sell. However, there may be issues of time and convenience for consumers in accessing such redress from overseas retailers.

There may also be an opportunity for the market to respond with services that have not existed previously — such as a business model which provides advice and support to those who have purchased online for a fee or through a new form of warranty.
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Online transaction security and protection against fraud

Online shopping, including via online auctions, involves the risk that customers can become the victims of online fraud where goods fail to turn up or do not meet the customer’s expectations, or where products offered for sale are used as inducement for internet scammers to unlawfully retrieve credit card or bank account details. Fraudulent use of data can also be the result of breaches of database security and may involve the risk of theft of personal identity as well as savings.

Internet scams
In 2009-10, the number of scams reported to the ACCC rose to over 22 000, more than double the number in the previous year. Scams comprised over half of all complaints to the ACCC in 2009-10. (ACCC, pers. comm., 10 June 2011). While scams involving online auction and shopping are one of the most common types, many do not involve financial loss and in most cases the losses are not substantial (box 5.6).

Current concerns about online transaction security

Concerns about online transaction security are one of the most significant factors in discouraging some people from shopping online. Recent surveys have found that around a quarter of people do not shop online because of concerns about security and that 12 per cent of people do not shop online because they do not want to provide their credit card details online (ACMA 2010a; Irvine et al. 2011). A survey by the United Kingdom Office of Fair Trading found that 17 per cent of people who use the internet would not shop online due to worries about security of personal information (Office of Fair Trading UK 2007).
However, there are indications that online consumers’ own behaviour may be contributing to the risk. A 2011 survey by PayPal found that consumers were not only storing personal information on social networking sites, but were also sharing their personal information on sites such as online shopping sites, recruitment services and real estate websites. Despite three quarters of respondents being concerned about the information they shared online, the survey found that:

· almost half of respondents did not know how many sites held their personal details

· nearly 60 per cent admitted using the same password across multiple accounts.

These practices were assessed as increasing the risk of theft of savings and also of personal identities (PayPal 2011b).

Do not delete this return as it gives space between the box and what precedes it.
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Online shopping scam activity in 2010 

	Scams related to online auction and shopping have increased in recent years.

· In 2010, a total of 5527 complaints about such scams were made, up from around 3400 reported in 2009, and around 1700 reported in 2008:

· these scams typically involve purchase of products advertised on popular online auction websites where the product never arrives or is inferior to the product promised

· while around 34 per cent of the complaints involved loss of money, in total around $4 million, almost all consumers suffered losses valued at less than $10 000, with the average loss being around $2000 in 2010
· around one-third of reported scams in 2010 originated through telephone calls, and reports indicate that calls may have originated from overseas call centres, likely taking advantage of cheap or free voice-over-internet services.

· In addition to scams involving online auction and shopping, a proportion of the 14 739 scams involving advance fee or up-front payments were reported by consumers either buying or selling online.

	Sources: ACCC (2010c, 2011i). 

	

	


Mandatory notification

Recent high profile security breaches have led to renewed calls for a mandatory notification obligation, previously recommended by the Australian Law Reform Commission (2008). Under this approach (and subject to the detail), an organisation that holds personal information and is then made aware (or reasonably suspects) that this information has been obtained by an unauthorised person would be required to notify the affected person in a timely manner (Choice, sub. 82). However, while mandatory notification is seen as increasing private incentives to secure databases adequately, overseas experience in this regard is not conclusive (Winn 2009). Furthermore, in the event of a breach, consumer detriment would only be reduced to the extent that consumers can practically use the notification to minimise harm.

Improving security in online shopping
Future developments in technology and its use will influence the type of risks associated with online retailing. A current example is the move towards mobile commerce through the use of mobile phones and similar devices. In general, regulation to address problems of consumer protection related to particular technologies or their use is likely to be quickly outdated. 
There have been various market responses to address such risks. In response to the strong demand for secure online payment services by online consumers, Australian credit card issuers offer a charge-back or guaranteed refund of fraudulent credit card transactions. In addition, other e-commerce businesses such as PayPal provide buyer protection policies covering cases where the good does not arrive or is significantly different from its description. Such policies implemented by online service providers help protect eligible shoppers on merchant websites and so generate consumer confidence in online shopping (PayPal 2011c). 

Future online transaction security and protection against fraud is likely to continue to rely on a combination of market responses to new problems as they emerge, a prudent approach by consumers in the use of their personal and financial data and regulation that provides benefits commensurate with costs.
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Search engines

The role and quality of search engines is of broad interest to consumers, given their role in advertising and enabling consumers to research product offerings and compare prices. The algorithm by which search engines rank websites is a proprietary matter for each company, and each is likely to produce different results for the same query. The example below illustrates this — three search engines gave 11 different addresses in their top five results for a single search (table 5.1). This diversity of results may offer consumers a service provided they are aware that such diversity exists, and that other items on search results pages — specifically ads and sponsored links — are chosen and ranked on a different basis.

Several submissions to this inquiry have raised concerns about potential bias in search engines and the potential impact on competition. The Initiative for a Competitive Online Marketplace (ICOMP) commented on the implications of the increasing importance for businesses of search engines to access consumers:

… where there is a single dominant search engine the current framework in the digital economy requires scrutiny, especially given the dependency of so many businesses on the services of a single search provider and online advertising network. (sub. 42, p. 10)

Table 5.
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Top five web addresses for “top selling 3D TV Australia” using Google, Yahoo and Bing, by order, 10 June 2011a
	Top ten web addresses
	Google
	Yahoo
	Bing

	www.smarthouse.com.au/TVs_And_Large_Display/3D_TV
	1
	1
	1

	www.brownandwhite.com.au/brown-goods/tvs.html
	2
	
	

	www.arnnet.com.au/article/342716/samsung_launches_3d_tv_australia/
	
	2
	2

	www.gizmodo.com.au/2010/03/the-best-3dtv-samsung-un55c7000-vs-panasonic-tc-p50vt20/
	3
	
	

	www.lcdtvbuyingguide.com/top10.shtml
	
	3
	3

	www.3dtvchoices.com.au/
	4
	
	

	www.getprice.com.au/3d-led-tv-televisions.htm
	
	4
	

	en.wikipedia.org/wiki/3D_television
	
	
	4

	www.dtvforum.info/lofiversion/index.php?t89597.html
	5
	
	

	www.getprice.com.au/televisions.htm
	
	5
	

	www.thinktv.com.au/content_common/pg-3d-tv.seo
	
	
	5


Source: PC research (2011).

a The 11 results are an upper bound on the diversity of information, as some addresses are specific sections of others, such as those for www.getprice.com.au.
The Council of Small Business Organisations of Australia (COSBOA) expressed its concern as follows:

… that as the internet takes over … the big search engines and the big retailers will join forces to ensure that only their sites can be found. (sub. 74, p. 5)

In its submission in response to the draft report, ICOMP expressed concerns about the potential impact on advertising rates of a dominant search engine and pointed to the potential benefits from greater competition in this area:
If the rates for paid search were reduced, Australian businesses are likely to be in a better position to direct their profits towards internal business growth and diversification, research and development and other initiatives which could benefit their consumer base and overall, strengthen Australian’s retail industry. (sub. DR215, pp. 1‑2)
These follow previous concerns and claims that search engines have ‘downgraded’ the results of other search providers and used search results to promote their own services. Some have suggested that a principle of ‘search neutrality’ be applied in regard to online search. Under such a principle, search engines would treat all web pages, including those with commercial links, without discrimination to produce comprehensive search results based on the most relevant results (Fear and Denniss 2011; Search Neutrality 2010). 

Regulators both within Australia and overseas have taken action in response to such concerns.
In 2007, the ACCC announced that:

… [it] has instituted legal proceedings in the Federal Court, Sydney, against Trading Post Australia Pty Ltd, Google Inc, Google Ireland Limited and Google Australia Pty Ltd alleging misleading and deceptive conduct in relation to sponsored links that appeared on the Google website. 

The ACCC is alleging that Trading Post contravened sections 52 and 53(d) of the Trade Practices Act 1974 in 2005 when the business names “Kloster Ford” and “Charlestown Toyota” appeared in the title of Google sponsored links to Trading Post's website. 

Kloster Ford and Charlestown Toyota are Newcastle car dealerships who compete against Trading Post in automotive sales. 

The ACCC is also alleging that Google, by causing the Kloster Ford and Charlestown Toyota links to be published on its website, engaged in misleading and deceptive conduct in breach of section 52 of the Act.

Further, the ACCC is alleging that Google, by failing to adequately distinguish sponsored links from “organic” search results, has engaged and continues to engage in misleading and deceptive conduct in breach of section 52 of the Act. (ACCC 2007a)
Further background was provided in the undertaking given to the ACCC by Trading Post Australia:

In or about August 2005, Trading Post’s agent, contrary to Trading Post’s instructions, purchased “Kloster Ford” and “Charlestown Toyota” as keywords to be used in the title or headline of Trading Post’s Search Engine Advertising on the Google search engine. “Kloster Ford” and “Charlestown Toyota” are the registered names of car dealerships located in New South Wales. 

The result was that, when “Kloster Ford” or “Charlestown Toyota” was entered into the Google search engine as a search term, the Search Engine Advertisement which was returned and which was located at the top left hand side of the results page (i.e. immediately before the “organic” search results) reproduced the names “Kloster Ford” and “Charlestown Toyota” in the title or headline. When the user clicked on the title or headline of the Search Engine Advertisement they were taken to the Trading Post Website. (ACCC 2008e)
In its judgement handed down in September 2011, the Federal Court dismissed the allegations that Google had engaged in misleading and deceptive conduct. The Court found that, ‘most users would have appreciated that “sponsored links” were in fact advertisements’. Further, the Federal Court found that Trading Post had, ‘made false or misleading representations and engaged in misleading or deceptive conduct’ (ACCC 2011c, p. 1). This followed the admission by the Trading Post in April 2008 that its conduct had breached section 52 and section 53(d) of the Act (ACCC 2008e).
The ACCC in October 2011 filed an appeal against the decision of the Federal Court in relation to the advertisements appearing on Google’s website (ACCC 2011b).
Internationally, in November 2010, the European Commission issued a statement of initiation of proceedings in response to formal complaints:

The European Commission has decided to open an antitrust investigation into allegations that Google Inc. has abused a dominant position in online search, in violation of European Union rules (Article 102 TFEU). The opening of formal proceedings follows complaints by search service providers about unfavourable treatment of their services in Google's unpaid and sponsored search results coupled with an alleged preferential placement of Google's own services. This initiation of proceedings does not imply that the Commission has proof of any infringements. It only signifies that the Commission will conduct an in-depth investigation of the case as a matter of priority. (EUROPA 2010)

The U.S. Federal Trade Commission (FTC) has also commenced investigations into certain business practices used by Google: 
On June 23, 2011, Google Inc. received a subpoena and a notice of civil investigative demand from the U.S. Federal Trade Commission (FTC) relating to a review by the FTC of Google’s business practices, including search and advertising. Google is cooperating with the FTC in this investigation. (U.S. SEC 2011)
In its response to the draft report, Google recognised that, as its business has grown, its business practices and principles have been subjected to greater scrutiny. Google was of the view that it was able to provide what consumers wanted through product innovation and engineering, ‘in a world where the competition is just a click away’ (DR199, p. 7). In regard to ranking its own content Google said:
For content like images or news, it’s not actually Google’s content, but rather snippets and links to content offered by publishers. We are merely grouping particular types of content together to make things easier for users. In other cases, we might show a Google Map for a search for an address. But our users expect that, and search results will also include competing map services. … 
Ultimately, if we messed with results in a way that did not serve our users’ interests, they would and should simply go elsewhere ‑ not just to other search engines like Bing, but to specialized sites like Amazon, eBay or dealsdirect.com.au. (DR199, p. 8)
The market conduct of search engine providers is a critical issue for online e‑commerce to ensure that the provision of information to consumers, one of the key advantages of internet shopping, is not compromised. Accordingly, where there is evidence of possible anti-competitive behaviour, regulators both in Australia and overseas are investigating this matter.

Conclusion
While consumers are becoming increasingly confident about online shopping, the dynamism of the market and the demands of more numerous and complex transactions will require a keener awareness by consumers than in the past. Considerations of ‘buyer beware’ become more important when shopping online. Online service providers and traders have responded to consumer demands to improve online security and there appears to be further opportunities for the market to respond with services that have not existed previously to address other consumer assistance issues associated with online shopping. 
Over time, regulators too may be required to work differently as well as devote more resources to addressing risks related to online purchases and product safety. International cooperation and agreements with overseas regulators will become more important in this area with the projected growth in overseas online retailing. Otherwise, the current regulatory arrangements may not keep pace with the rapidly globalising marketplace. 
�	To purchase prescription medicines in Australia or from overseas, the purchaser must have a valid Australian-issued prescription. By attempting to purchase a prescription medicine without a prescription, for example from an offshore online supplier, the risk mitigation strategies offered by the intervention of the prescriber are unavailable to the consumer (Department of Health and Ageing pers. comm., 19 July 2011). 


�	For example, the Pharmacy Guild’s call for regular checks and monitoring of internet sites selling medicines follows the call last year by the Pharmaceutical Society of Australia (related to concerns about counterfeit medicines) that the TGA test medicines sold online (O’Donoghue 2010). 
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